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Text

Computer networks are a critical and indispensable part of every government and military
organization. EDS provided NMCI networks connect military networks to other private
networks and the Internet to facilitate the real-time information exchange necessary for
ongoing operations. While this connectivity and capacity for information exchange is
required for work, it has the potential to be leveraged for the purpose of launching cyber
attacks or cyber terror. Consequently, networked organizations must have the capability
to react quickly to potential internal and external threats. Successful architecture for
defending against threats should begin with security management that enables the
following:

* (Centralized management for implementing organization-wide security directives
* Distributed control for managing day-to-day operations and mitigating
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conflicting organizational objectives within or between Communities of
Interest(COI)
* Redundancy for disaster recovery
» Secure remote access to network resources
*  Monitor and limit internal threats including those from returning or visiting
deployable seats (laptops)

NMCI presently manually deploys IA rulebase and IAVA changes. Deploying
centralized security management can expose conflicting objectives for government and
military organizations. While headquarter locations prefer centralized control, divisions
may want to retain some level of autonomy and local control. These conflicting
organizational objectives can be a major roadblock for effectively implementing a
security policy if they are not resolved. By building in controls for both NOCs and bases,
it is possible to address these differing objectives and achieve effective policy
management. Our brief will demonstrate how centralized management and internal threat
monitoring can be seamlessly deployed over the NMCI network; achieving measurable
real dollar cost reductions. This will include leveraging the existing already purchased
NMCI Zone Lab personal firewalls into an intuitive, EAL-4 certified, centrally managed
environment.



